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Abstract 
This paper presents an evaluation of bioelectrical signals to use as a biometric for human recognition. Research shows that the 
impulses of cardiac rhythm, electrical activity of the brain recorded in Electrocardiogram (ECG) and Electroencephalogram 
(EEG) signals have unique features among individuals. The other bioelectrical signals such as Galvanic skin response (GSR), 
Electromyogram (EMG), Electrooculography (EOG) and Mechanomyogram (MMG) also process discriminaly information 
among individuals, so can be used as biometrics. The favorable characteristics to use these signals as biometrics include 
universality, measurability, uniqueness and robustness. In addition, they have the inherent feature of vitality that signify the life 
signs. Bioelectrical signals are highly confidential and secured to an individual. The issues involve using bioelectrical signals as 
biometrics are the variability of the signal, lack of standardization of signal features and the low energy. However, individuality 
of the bioelectrical signals is another issue that remains to be addressed. 
Keywords:Bio-electrical signals; Biometrics; Human recognition.      
1. Introduction 
    Bioelectrical signals are those that are generated by the summation of electrical potential differences across a 
specialized tissue or an organ. The examples of bioelectrical signals are Electrocardiogram (ECG), 
Electroencephalogram (EEG), Galvanic skin response (GSR), Electromyogram (EMG), Electrooculography (EOG) 
and Mechanomyogram (MMG). These signals are commonly used for medical diagnosis. The recent studies have 
shown that the bioelectrical signals can also be used as a physiological modality for human recognition. Studies 
exhibit that these signals have certain features that are unique among individuals. The universality, measurability, 
uniqueness and robustness against fraudulent attacks are the other characteristics that favour the use of bioelectric 
signals for human recognition. These signals possess the inherent feature of vitality that signify life signs. Unlike, 
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conventional biometric modalities, the bioelectrical signals are highly confidential and personal to an individual 
therefore difficult to forge. 
 
 
 
 
 
Fig.1. Bio-electrical signals 
 
   This paper presents an evaluation of bioelectrical signals for human recognition. The biometric methods using 
ECG, EEG, GSR, EMG, EOG and MMG are examined and evaluated their recognition performance on different 
datasets and test conditions. The challenges involved using bioelectrical signals as biometrics are discussed. The 
challenges involving these signals are the signal variations and the lack of standardization of signal properties. The 
basics of different bioelectric signals and the factors supporting to use them as biometrics are discussed in 
Section 2. The challenges that came along, while developing bioelectric signals based biometric system to perform 
the authentication task across a wide range of population are discussed. Finally, the conclusion and directions of 
future research for successful utilization of the bioelectric signals for biometrics are presented in Section 3. 
 
2. Bioelectrical Signals as Biometrics 
2.1. ECG as a Biometric 
ECG is the recordings of electrical activity of the heart over a period of time e.g. see fig.1 (a). ECG produces from 
an electrical conduction system with an effect of polarization and depolarization across the cardiac tissue. The 
electrical conduction generates electrical impulses. These impulses are represented in the form of waves and 
known as P, QRS complex and T wave. The ECG indicates life so it can be set for liveness detector. The ECG of 
an individual is highly secured and personal. Therefore, it is hard to mimic and counterfeited. In the literature, 
different methods are known describing ECG as biometrics. These methods can be grouped as: (1) fiducial 
points based methods and (2) non- fiducials based methods. The methods can also be grouped on the basis of 
classification techniques and the database used. 
2.1.1. Fiducial Points Based Methods 
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Fiducial point based methods rely on local features of the heartbeats for biometric template design, such as the 
temporal or amplitude difference between consecutive fiducial points. The fiducial points are extracted in the 
temporal domain. The peaks are established by finding the local maximum in a region surrounding each of the P, 
QRS complex and T waves. The base positions are determined by tracking downhill and finding the location of the 
minimum radius of curvature. Biel et al.1 extracted the fiducial features from P, QRS and T waveforms and evaluate 
the feasibility of ECG signal for human identification. The standard 12 lead system were used to record signals from 
20 subjects of different age group. Different experiments were carried out to test variations due to lead placement in 
terms of the exact location and the operators who carry out the procedure. They performed multivariate analysis for 
classification and achieved 100% identification rate.  The problem with this work was that they did work on heart 
variations, while they evaluated small number of test data for validation. 
Kim et al.12 proposed the normalized time-domain features of ECG for improving the human identification. The 
ECG data is reconstructed in beat-by-beat basis using Fourier synthesis. The RT, QT and QRS interval were 
reconstructed from ECG sequence in rest and in physical active mode. The beat-by-beat based discriminatory 
analysis is performed using Malalanobis distance between rest and physical active ECG data intervals. Israel et al.6 
have demonstrated that the ECG of an individual the displays different pattern. The crude information contains both 
low and high frequency noise. A Wilks Lambda technique is used for feature selection and linear discriminant 
analysis for classification. This framework was tried on a database of 29 subjects with 100% human identification 
rate and around 81% heartbeat recognition rate was achieved. 
   Shen et al.5 presented one lead ECG based on identity verification with seven fiducial based features that are 
related to QRS complex. The consequence of identity verification has been discovered to be 95% for template 
matching, 80% for the DBNN, and 100% for consolidating the two methods from a gathering of 20 people. 
Palaniappan et al.13 presented features extracted from a single ECG beat for individual identification. The new 
feature from a QRS section named as form factor. These features were classified by multilayer perceptron and 
simplified fuzzy neural network. An identification rate of 97.6% is achieved on 1000 ECG beats of 10 subjects. A 
comprehensive study of ECG signal to aid in human identification has been explored by Singh and Gupta7, 8, 9. 
Signal processing methods are used to delineate ECG waveforms (e.g. P and T waves) from each heartbeat. The 
delineators are used along with QRS complex to extract different features of classes, time interval, amplitude, and 
angle, from clinically dominant fiducials on each heartbeat. They have conducted the experiment on 50 subjects’ 
ECG recordings of Physionet database7. The individuals are classified with accuracy up to 99%. 
2.1.2. Nonfiducial based Methods 
 
One of the earliest nonfiducial study of ECG biometrics was done by Plataniotis et al.4. Their proposal utilized an 
autocorrelation based feature extractor. The system was tried on 14 subjects, in which various ECG recordings were 
accessible, acquired a few years apart. The identification performance was found to 100%. Wubbeler et al.3 reported 
an ECG based human recognizer by extracting biometric features from a blend of different leads. Authenticated 
pairs were viewed as those which were satisfactorily related, while in another case, data signals were rejected. The 
reported false acceptance and rejection rates were 0.2% and 2.5% comparing to a 2.8% equal error rate. The overall 
recognition rate of the framework was 99% for 74 subjects. 
Chan et al.2 reported ECG signal collection from their thumb and index finger by hold two electrode pads. The 
wavelet distance was utilized as the likeness measure with a classification accuracy of 89.1%, which beat different 
strategies such as the percent residual distance and the correlation coefficient. Besides, an extra recording session 
was directed for a few misclassified subjects which general enhanced the frameworks performance to 95%. 
Singh10 proposed a hybrid approach consisting fiducial point and appearance based methods to delineate ECG 
waveform. The delineated features are categorized into intrabeat interval features, interbeat interval features and the 
heartbeat morphological features. The discriminatory features are finally, computed using Fisher’s linear 
discriminant analysis. The method is tested on live subjects and the ECG recordings acquired from public database 
such as Physionet. He achieved the recognition accuracy of 98.9% on experimented 106 subjects. 
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2.1.3. Categorization of ECG Biometric Methods based on Classification Technique and Databases 
Different techniques including linear discriminator analysis have been used for ECG classification12. Neural 
networks in particular multilayer perceptron makes these classifiers sensitive over training, especially with such 
noisy and non-stationary data such as ECG12, 5. (1) Bayesian classifier is also used for ECG classification task with 
an aim of SIMCA model consists of a collection of principal component analysis which is used for each class1. (2) 
The simple iteration methods like nearest neighbor are proved to be efficient when used in ECG systems with low-
dimensional feature vectors. The most commonly used kNN for ECG biometric are whereas the support vector 
machine is also used in ECG recognition.  
The databases can be categorized as private and public database that have been used for evaluating the 
recognition performance of ECG as Biometrics. The public database includes the MIT-BIH Arrhythmia database, 
Physikalisch-Technische database, QT database, European STT database and Long-Term ST database. All these 
databases are present in the Physionet website.23 In addition to the public database, several researchers have utilized 
recordings obtained in their laboratories. The database utilized by Biel et al.1 consisted of 4 to 10 recordings 
obtained from 20 individuals, Wubbeler et al.3 comprised of 234 three channel (heads I, II, and III) 10s ECG 
recordings from 74 individuals, Chan et al.4 comprised of 90s ECG recordings acquired from 60 individuals and 
Singh et al. comprised of 106 subjects ECG recording of 3 to 5 minutes duration. 
 
2.2. EEG as a Biometric 
 
EEG is the recording that is the result of electrical activity across the scalp (see for instance fig.1(b)).  Our brain 
consists of neurons. The neurons produce an ionic current which flows from one neuron to other neuron. The current 
flowing from neuron to neuron creates a potential difference and measure voltage fluctuations. These voltage 
fluctuations are recorded through the electrodes placed over the scalp usually in between the time period of 20-40 
minutes. 
Ramaswamy et al.14 brought several advances in the feature extraction and classification stages to use EEG as a  
biometric which can be achieved by performing spatial data or sensor fusion. The investigation of the component 
relevance is performed through the selection of maximum informative electrode channels. These channels were 
selected by Davies Bouldin index. The Elman neural network is employed in the classification stage to categorise 
the generated EEG energy features. Simulations are carried out by applying the holdout classification strategy on an 
ensemble of 1,600 raw EEG signals. Thirty five maximum informative channels achieve the maximum recognition 
rate of 98.56±1.87%. Sebastien et al.15 brought up the use of a statistical framework relying on Gaussian mixture 
and maximum a posteriori model adaptation, which can successfully authenticates voice and face recognition and 
suffice with only one training session. J. Klonovs et al.16 concluded that the short EEG recordings can be used to 
depict unique biometric identifiers which include behavioural and physiological characteristics.  
 
2.3. GSR as a Biometric  
 
The technique through which the electric conductance of a person’s skin is measured as Galvanic skin response 
(GSR)17 which is shown in  fig.1 (c), GSR is recently being studied by several authors for both research and 
treatment. However, it will give an effective result if it employed with other biometric tools. GSR can be coupled 
with eye tracking biometric attributes. The eye tracking can fill the inadequacies which might not be possible for 
Galvanic skin response such as the precise emotions in subjects. Eye tracking can also help in interpreting the 
responses generated by the subject. The functioning of the sympathetic nervous system produces its byproduct of 
electrical conductance which can be measured using GSR. Since GSR doesn’t measure the activity of the brain 
itself, researchers determine specifications by using brain wave measurements in conjunction with GSR. The ability 
of GSR putting out certain data makes it feasible for the brain wave measuring technology to find out which part of 
the brain is activated. Usually, EEG machines help process and collect the brain wave data. These technologies, in 
combination with GSR, can also measure the cognitive as well as the sleeping brains workload. Heart rate, 
respiration, and muscle activity are also some effective biometric indicators that may be used along with GSR. 
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However, these indicators may be utilized in a more efficient way if the above mentioned combinations are brought 
to coalesce with them. 
 
2.4. EMG as a Biometric 
Whenever a muscle is activated, an EMG signal is produced as shown in fig.1 (d). An activation of muscle can be 
of any form such as variation in muscle fibre pattern, changes in blood flow, neural activity, skin conductivity, shape 
and size of muscle and body fat. The signal is usually monitored through surface differential or double differential 
electrodes. For its usage, the signal requires to be amplified close to a thousand times, as the signal is only a few 
millivolts in amplitude, along with the EMG frequency spectrum, falling in the 0-500Hz range.  
Holi et al.18 used vector quantization and Gaussian mixture model, to seize the EMG signals for biometric 
applications. A high of 97.9% recognition rate was attained with an average of 73.33% from 49 subjects. The 
experiment explored that EMG alone has the capability of producing user identifiable biometric data. Peterson et 
al.22 have used an 8-electrode bio-impedance analysis (BIA) wrist band and measured the wrist circumference to 
identify users, in an attempt to answer the question Who Wears Me? The success rate with BIA was 85%, and by 
adding circumference with 1mm accuracy, they pulled up the result to 90%. For attaining biometrics for a small 
group of people, Cannan et al.23 have also examined the use of EMG and circumference, as a biometric for 
individual identification. Although, individually EMG and circumference have poor user identification, but their 
integration significantly improves results. 
 
2.5. EOG as a Biometric  
 
There are different types of eye movements such as saccades, smooth pursuit movements and nystagmus that 
contain enough information for the verification of subjects. However, saccades being the simplest of all, are the 
most popular and simplest for biometric verification. Based on measurement methods eye movement signals (e.g. 
fig.1 (e)) can be classified as electrooculographical (EOG) and videooculographical (VOG). Although the two 
signals look similar, yet they differ in their approach to recording. The former uses skin electrodes attached to the 
ends of the eyes of a subject to record signals on the basis of potential difference between the retina and cornea of an 
eye whereas the latter obtains eye movements using two small video cameras. 
In 2014, Zhang21 made use of EOG and VOG as biometric variables. His idea for verification of subjects through 
biometrics was based using saccadic eye movements. An authenticated user could be identified from an impostor 
applying the two-class categorization. Eye movements were recorded with skin electrodes or with two special video 
cameras. On detection of a signal through a low-frequency video camera device simulating a web camera, and 
enhance the sampling frequency of signals. Analysis was done through different available signal processing and 
statistics techniques. Signals with a relatively high sampling frequency of 250 Hz produced improved results, which 
could allow implementation of user verification based on eye movements to be applied in practice. 
 
2.6. MMG as a Biometric  
  
Mechanomyography (MMG) signal is produced from muscle fibers movement while is shown in fig.1 (f). To 
record a MMG signal different sensors are used such as hydrophones, condenser microphones and lazer distance 
sensors. MMG signals detect both isometric and non-isometric contractions. Mulla et al.22 in 2014 formulated an 
algorithm to establish content of muscle fatigue during sports related scenarios. Thirteen subjects were made to 
perform dynamic contractions and MMG signals generating from the bicep muscles were recorded until they were 
fatigued. The generalized, evolved pseudo-wavelet function was fine-tuned, with the decomposition of 70% of the 
conducted MMG trials, forming the basis. At the end of performing 25 independent pseudo-wavelet evolution trials, 
the best run was selected to test on the remaining 30% of the data which would provide for the assessment of 
classification performance. Results concluded the evolved pseudo-wavelet of having improved the classification rate 
of muscle fatigue by 4.70 % to 16.61% and on comparison to other standard wavelet functions, giving an average 
correct classification of 80.63%. 
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3. Conclusion 
This paper has evaluated the feasibility of bioelectrical signals to use as biometrics for human recognition. We 
have reviewed the potential of ECG, EEG, EMG and MMG signals including Galvanic skin response and 
electrooculography for biometric applications. The issues involve using these signals as biometrics are to be 
examined. In particular, the extracted patterns of different signals may be influenced from artifacts of motion and 
body movement. In order to reduce the effect of these artifacts, it is essential to compute the impact of these artifacts 
in the signal recordings. It could enhance our understanding in selecting better filtering algorithm to get a quality 
signal. There are other challenges involve to use bioelectrical signals as biometrics. While using the features of these 
signals as biometrics the standardization of the signal features is necessary. Individuality, the variation of signal 
patterns with different events are the other concerns that need to be addressed before deploying bioelectrical signal 
based biometric system for human recognition.   
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